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o Rules of this presentation



CollabSphere 2019
Woburn, MA | October 28-30

New in Notes 10!

e NotesHTTPRequest we won't be talking
https://www.ibm.com/support/knowledgecenter/en/SSVRGU 10.0.1/basic/ about DQL and
° Note5JSON REALLY COOL!

https://www.ibm.com/support/knowledgecenter/en/SSVRGU 10.0.1/basic/ /
H NOTESJSONNAVIGATOR CLASS.html

« DQL

https://doc.cwpcollaboration.com/appdevpack/docs/en/domino-query-language.html

o Proton task (node.js)

https://doc.cwpcollaboration.com/appdevpack/docs/en/proton-admin.html



https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTES_HTTPREQUEST_CLASS.html
https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTES_HTTPREQUEST_CLASS.html
https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTESJSONNAVIGATOR_CLASS.html
https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTESJSONNAVIGATOR_CLASS.html
https://doc.cwpcollaboration.com/appdevpack/docs/en/domino-query-language.html
https://doc.cwpcollaboration.com/appdevpack/docs/en/proton-admin.html
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I've
been
making
HTTP requests
for YEARS!
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No weird JS2J or COM object calls required

Some places where LotusScript works but Java doesn’t

Works with Nomad clients

but... anything that already works should keep working
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HTTP Requests: the Basics
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« Small node.js application

« Dad Jokes!

https://www.boredpanda.com/funny-dad-jokes-puns

« Included with the test database if you want to play
around with it

http://nsftools.com/presentations/NotesHTTP.zip



https://www.boredpanda.com/funny-dad-jokes-puns
http://nsftools.com/presentations/NotesHTTP.zip

A Simple Request: GET a Web Page
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e Create a request, call Get

e TimeoutSec is optional

e PreferStrings is important

Dim session As New NotesSession
Dim request As NotesHTTPRequest

Dim url As String
Dim response As String

Set request = session.CreateHTTPRequest()
request.TimeoutSec = 5

request.PreferStrings = True

url = "http://dadjokes.demo. local :8080/getjoke"

response = request.Get(url)
MessageBox response
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What's brown and sticky? A stick!

OK




A Simple Request: POST to a Web Page
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e Create a request, call Post

e Also Put and
DeleteResource

Dim session As New NotesSession
Dim request As NotesHTTPRequest
Dim url As String

Dim response As String

Set request = session.CreateHTTPRequest()
request.TimeoutSec = 5

request.PreferStrings = True

url = "http://dadjokes.demo. local :8080/sendjoke"

body = "People say they pick their nose, " &_
"but I was born with mine"

response = request.Post(url, body)
MessageBox response




CollabSphere 2019

Response Codes Woburn, MA | October 28-30

o Use request.ResponseCode to check return codes

« Common response codes
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« Always check the response code!

 Non-200 responses often

<head>
<title>404: Document Not Found < /title>
return HTIVIL error text
<body>
<h1>404: Document Not Found</h1>
<br/>
<blockquote>
The URL &nbsp; <b>/null</b> &nbsp; was not found on this server.
<br/><br/>
The link you followed is either outdated, inaccurate, or the server just
doesn't want you to see it.
<br/><br/>
Please inform the administrator of the referring page: <a
href="(none}">(none)</a>.
</blockquote>
</body>
</html>
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« NotesHTTPRequest doesn’t use the proxy servers set up
in your Location document

e If there’s a way to make it use a proxy,
| don’t know what it is
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Hello World
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o Everything always works when you use ASCII characters

« When you test, add an umlaut! See what breaks.

o Luckily the web has standardized on UTF-8



Receiving UTF-8
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e Incoming text converted
for you

A Mggse once bit my sister

OK

Dim
Dim
Dim
Dim

Set

request.TimeoutSec = 5
request.PreferStrings = True

url

response = request.Get(url)
MessageBox response

session As New NotesSession
request As NotesHTTPRequest
url As String

response As String

request = session.CreateHTTPRequest()

= "http://dadjokes.demo. Local :8080/getutf8"
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Sending UTF-8

e Outgoing text always sent
as UTF-8

Dim session As New NotesSession
Dim request As NotesHTTPRequest
Dim url As String

Dim response As String

Set request = session.CreateHTTPRequest()
request.TimeoutSec = 5

request.PreferStrings = True

url = "http://dadjokes.demo. local :8080/sendjoke"
body = "Hellé World"

response = request.Post(url, body)
MessageBox response




Converting UTF-8 in LotusScript
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e Just in case you ever need
to convert to UTF-8 by
hand

e For really long strings, call
Read() until EOF

Function ConvertToUTF8 (txt As Variant) As Variant
Dim session As New NotesSession()
Dim stream As NotesStream
Dim db As NotesDatabase
Dim doc As NotesDocument
Dim body As NotesMIMEEntity

session.ConvertMIME = False
Set db = session.CurrentDatabase
Set doc = db.CreateDocument
Set body = doc.CreateMIMEEntity

Set stream = session.CreateStream()

Call stream.WriteText(txt)

Call body.SetContentFromText(stream, _
"text/plain;charset=UTF-8", ENC_NONE)

Set stream = session.CreateStream()

Call body.GetContentAsBytes(stream)

stream.Position = @

ConvertToUTF8 = stream.Read() "** max 65,535 bytes
End Function
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Non UTF-8 Responses Might Not Work!

e ISO-8859-1 responses
might be broken

Dim session As New NotesSession
Dim request As NotesHTTPRequest
Dim url As String

Dim response As String

Set request = session.CreateHTTPRequest()
request.TimeoutSec = 5

request.PreferStrings = True

X url = "http://dadjokes.demo. local :8080/get8859"

"** presponse is "Helld World" ISO-8859-1 encoded
Hell Wrid response = request.Get(url)
MessageBox response

OK
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« If you ever REALLY want to see the bits and bytes going
across the wire, use WireShark
http://wireshark.org



http://wireshark.org
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Binary Data



Sending a File
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e Sort of works

e 64k limit

e Probably not very
useful

Dim
Dim
Dim
Dim

Set
url

Dim
Set

Call stream.Open("c:\notes\data\log.ntf", "Binary")

response = request.Post(url, stream.Read()) '** only 64k
MessageBox response

session As New NotesSession
request As NotesHTTPRequest
url As String

response As String

request = session.CreateHTTPRequest()
= "http://dadjokes.demo. local :8680/sendfile"

stream As NotesStream
stream = session.CreateStream()




Receiving Files
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* Doesn’t work @

e You'd be stuck with a 64k
limit anyway

Dim
Dim
Dim
Dim

Set

response = request.Get(url)

session As New NotesSession
request As NotesHTTPRequest

url As String

response As String

request = session.CreateHTTPRequest()
url = "https://www.panagenda.com/favicon.ico"

MessageBox response

IBM Domino Designer X

| HTTP Response content type unsupported
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HTTP Headers

1:15
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e Outgoing e Incoming
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Getting Headers

« GetResponseHeaders is

an array Of Strings Dim session As New NotesSession
Dim request As NotesHTTPRequest

Dim url As String
Dim response As String

e Format of key: value

Set request = session.CreateHTTPRequest()
url = "http://dadjokes.demo. local :8080/headers"
response = request.Get(url)

e Might be multiple headers | .
Dim rh As String

for the same key' ForAll header In request.GetResponseHeaders()
rh = rh & Chr(10) & header

End ForAll
MessageBox "Response Headers: " & rh




Getting Headers
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Response Headers:

HTTP/1.1 200 OK

content-type: text/plain; charset=utf-8
Date: Thu, 24 Oct 2019 16:32:58 GMT
Connection: keep-alive
Transfer-Encoding: chunked

OK
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o Will not follow redirects . , |
Dim session As New NotesSession

by defaUIt Dim request As NotesHTTPRequest
Dim url As String

Set request = session.CreateHTTPRequest()
request.MaxRedirects = 5

¢ Set MaXRedireCtS url = "http://panagenda.com"
Call request.Get(url)

"** ALL headers for ALL redirects (in order)

o You will get ALL response | pim rh as string

ForAll header In request.GetResponseHeaders()

headers, and the FIRST th = rh & Chr(10) & header
End ForAll
response COde MessageBox "Response Headers: " & rh

"** FIRST response code; redirect will be a 30x
MessageBox "Response code: " & request.ResponseCode




Redirects
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Response Headers:

HTTP/1.1 301 Moved Permanently

Date: Thu, 24 Oct 2019 16:26:54 GMT
Server: Apache

Location: https://www.panagenda.com/
Content-Length: 234

Content-Type: text/html; charset=is0-8859-1

HTTP/1.1 200 OK

Date: Thu, 24 Oct 2019 16:26:56 GMT

Server: Apache

X-Powered-By: PHP/5.6.32

Last-Modified: Thu, 24 Oct 2019 06:17:48 GMT
Cache-Control: max-age=0

Expires: Thu, 24 Oct 2019 16:26:56 GMT

Vary: Accept-Encoding

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

OK




Setting Headers

CollabSphere 2019

e SetHeaderField

e Not case-sensitive

o Make sure there are no
linefeeds in the header
fields!

Woburn, MA | October 28-30

Dim session As New NotesSession
Dim request As NotesHTTPRequest
Dim url As String

Dim response As String

Set request = session.CreateHTTPRequest()

request.TimeoutSec = 5

request.PreferStrings = True

url = "http://dadjokes.demo. local :8080/xmljoke"

body = "<joke>I used to hate facial hair," & _
" but then it grew on me</joke>"

Call request.SetHeaderField(“Content-Type", _
"application/xml; charset=utf-8")

response = request.Post(url, body)

MessageBox response
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« Special rules if you set the same header multiple times

message received at: /headers

r

1

"host™: "dadjokes.demo.local:8080",
‘user-agent”: “libcurl-agent/1.0°,
“content-type”: "text/plain’,
“myheader™ "1, 27,

“cookie” "a=b; c=d’,

"accept”: "text/html, application/json”,
"accept-charset™: "utf-8"

Call request.SetHeaderField(“Content-Type", "text/plain")
Call request.SetHeaderField( "Content-Type",
Call request.SetHeaderField( "MyHeader", "1"

whatever")
Call request.SetHeaderField( "MyHeader", "2") ””””’,,,ff’
Call request.SetHeaderField( “Cookie", "a=b")
"c=d")
t

S A/

Call request.SetHeaderField( “Cookie"”, "
Call request.SetHeaderField("Content-Length"”, "5")
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Authentication Headers

e Basic authorization uses a
Baseb4-encoded header

Dim session As New NotesSession
Dim request As NotesHTTPRequest
Dim url As String

o Always use SSLIII Dim response As String

Set request = session.CreateHTTPRequest()
request.PreferStrings = True
url = "http://dadjokes.demo. local :8080/auth"”

Call request.SetHeaderField("“Authorization"”,

"Basic " + base64("username:password"))
response = request.Get(url)
MessageBox response
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Authentication Headers

e For Baseb64 | like to use an %Include "Lsxsd.lss" "** after Option Declare
XSD DATATYPE CONVERTER Function base64 (txt As String) As String

Dim session As New NotesSession
Dim stream As NotesStream

Dim i As Integer

ReDim c(Len(txt)-1) As Byte

For i = 1 To Len(txt)
c(i-1) = Asc(Mid(txt, i, 1))
Next

"¥* can't use WriteText because it's UTF-16
Set stream = session.CreateStream()
Call stream.Write(c)

Dim converter As New XSD_DATATYPE_CONVERTER
Dim b64 As String
b64 = converter.NotesStreamToBase64Ext(stream)
base64 = Replace(b64, Chr(13)+Chr(10), "")

End Function

e Assumes ASCII for username
and password
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Basic Authentication Tips

« Always use SSL!!!

e A website with Basic Authentication will generally give a
response code of if login fails

o A website with Session-based Authentication might
return a response and a login form...
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Domino Server Tips

 If you use Session-based authentication on your Domino
server, you can set up Web Site Rules to allow Basic

Authentication for specific URLs

e Nice overview here:

https://www-10.lotus.com/ldd/ddwiki.nsf/dx/
Authenticating Domino REST Service Requests



https://www-10.lotus.com/ldd/ddwiki.nsf/dx/Authenticating_Domino_REST_Service_Requests
https://www-10.lotus.com/ldd/ddwiki.nsf/dx/Authenticating_Domino_REST_Service_Requests
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« Session-based authentication (anything with a login
form) uses cookies to pass authentication credentials

e Servers have different options for generating the cookie

o Use this session cookie in subsequent requests
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Cookies!
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« Browsers take care of this for us, invisibly

« In this context, we have to manage them ourselves

« Primary concern is session cookies
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Cookie Format

== Server -> Client
Set-Cookie: ; Path=/; Secure; HttpOnly
Set-Cookie: ; Path=/; Domain=example.com
Set-Cookie:

== Client -> Server ==

Cookie: :

e

https://tools.ietf.org/html/rfc6265



https://tools.ietf.org/html/rfc7540
https://tools.ietf.org/html/rfc6265
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Dim session As New NotesSession

e Get ALL Set-Cookie Dim request As NotesHTTPRequest
Dim url As String
headers

Set request = session.CreateHTTPRequest()
url = "http://dadjokes.demo. local :8080/cookiejoke"
Call request.Get(url)

Dim i As Integer
Dim headers As Variant
Dim cookies As Variant

¢ ThI’OW away everythlng headers = request.GetResponseHeaders()

“w,n . . /
after ; ReDim cookies(UBound(headers)) As String

For i = @ To UBound(headers)
If (Left(LCase(headers(i)), 10) = "set-cookie") Then
cookies(i) = StrLeft(Mid(headers(i)+";", 12), ";")
End If
Next
cookies = FullTrim(cookies)

n

MessageBox Join(cookies, “; ")
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Q=Did you get a hair cut?; A=No, | got them ALL cut!

----------------------------------
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(“, u

e Concatenate all the cookies you want to send using “;

e Use request.SetHeaderField()

o BUT, there’s an important caveat...
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Dim session As New NotesSession

1 1 Dim request As NotesHTTPRequest
« Get the cookie with one oim g e string

requeStl then create d Set request = session.CreateHTTPRequest()
. url = "http://dadjokes.demo. local :8680/cookiejoke"”
new requeSt to Send It Call request.Get(url)

baCk Dim i As Integer

Dim headers As Variant, cookies As Variant
headers = request.GetResponseHeaders()
ReDim cookies(UBound(headers)) As String

e Every transaction needs a

For i = @ To UBound(headers)

If (Left(LCase(headers(i)), 18) = "set-cookie") Then
new reqUESt cookies(i) = StrLeft(Mid(headers(i)+";", 12), ";")
End If
Next

cookies = FullTrim(cookies)

this is super important! > Set request = session.CreateHTTPRequest()
Call request.SetHeaderField("Cookie"”, Join(cookies, "; "))
MessageBox request.Post(url, "Here's your damn cookie™)
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e So, for Session-Based Authentication:
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SSL/HTTPS

1:25



For Many Websites, SSL Just Works
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Dim
Dim
Dim
Dim

Set

request.PreferStrings = True
url = "https://www.hcltech.com/robots. txt"

response = request.Get(url)
MessageBox response

session As New NotesSession
request As NotesHTTPRequest
url As String

response As String

request = session.CreateHTTPRequest()
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Self-Signed Certificates Can Cause Problems

 Self-signed certificates
can cause problems

Dim session As New NotesSession
Dim request As NotesHTTPRequest
Dim url As String

Dim response As String

Set request = session.CreateHTTPRequest()
request.PreferStrings = True
url = "https://dadjokes.demo. lLocal :8081/ssltest"

IBM Domino Designer X

response = request.Get(url)

Problem with SSL, please enable debug trace setting MessageBox response
! Debug_NotesHTTPRequest for more information
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o It sure was nice of HCL to tell us how to debug!

e Open your notes.ini file, add

IBM Domino Designer X
a n d try aga i n | | Problem with SSL, please enable debug trace setting
* H Debug_NotesHTTPRequest for more information

oK

o Debug info will be in the

console.log file
(in the Notes\Data\IBM_TECHNICAL SUPPORT folder)



Notes\Data\IBM_TECHNICAL_SUPPORT\console.log
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[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] Trying 192.168.172.1...

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TCP_NODELAY set

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] Connected to dadjokes.demo.local (192.168.172.1) port 8081 (#0)
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] ALPN, offering http/1.1

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] successfully set certificate verify locations:
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] CAfile: c:\IBM\Notes\Data\cacert.pem
[082C:0002-080C] CApath: none

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (OUT), TLS handshake, Client hello (1):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (IN), TLS handshake, Server hello (2):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (IN), TLS handshake, Certificate (11):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (OUT), TLS alert, Server hello (2):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] SSL certificate problem: self signed certificate
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] Closing connection 0




Notes\Data\IBM_TECHNICAL_SUPPORT\console.log
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[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] Trying 192.168.172.1...

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TCP_NODELAY set

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] Connected to dadjokes.demo.local (192.168.172.1) port 8081 (#0)
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] ALPN, offering http/1.1

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] successfully set certificate verify locations:
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] CAfile: c:\IBM\Notes\Data\cacert.pem
[082C:0002-080C] CApath: none

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (OUT), TLS handshake, Client hello (1):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (IN), TLS handshake, Server hello (2):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (IN), TLS handshake, Certificate (11):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (OUT), TLS alert, Server hello (2):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] SSL certificate problem: self signed certificate <L

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] Closing connection 0

SSL certificate problem:
self signed certificate




Notes\Data\IBM_TECHNICAL_SUPPORT\console.log V‘.,’i':f,',"ﬁ",';f;lffﬁi

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] Trying 192.168.172.1...

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TCP_NODELAY set

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] Connected to dadjokes.demo.local (192.168.172.1) port 8081 (#0)
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] ALPN, offering http/1.1

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:

[082C:0002-080C] successfully set certificate verify locations: CAfI Ie .
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C]  CAfile: c:\IBM\Notes\Data\cacert.pem <——— | c:\IBM\Notes\Data\cacert.pem

[082C:0002-080C] CApath: none

[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (OUT), TLS handshake, Client hello (1):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (IN), TLS handshake, Server hello (2):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (IN), TLS handshake, Certificate (11):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] TLSv1.2 (OUT), TLS alert, Server hello (2):
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] SSL certificate problem: self signed certificate
[082C:0002-080C] LSXBE HTTP debug information type: Generic Information:
[082C:0002-080C] Closing connection 0
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« The cacert.pem file is a text file with Base64-encoded
certificates recognized by NotesHTTPRequest

« If you have a self-signed certificate, you can add it!

e Technote:

https://support.hcltechsw.com/csm?
id=kb article&sys id=c15650e01b333f8883cb86e9cd4bch9e



https://support.hcltechsw.com/csm?id=kb_article&sys_id=c15650e01b333f8883cb86e9cd4bcb9e
https://support.hcltechsw.com/csm?id=kb_article&sys_id=c15650e01b333f8883cb86e9cd4bcb9e
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. & cC https://dadjokes.demo.local:8081/ssltest Search » =
e Open the URL with
Firefox

How to Get Your Certificate

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to localhost. If you
visit this site, attackers could try to steal information like your passwords, emails,

° DO N 't fo rget t h e or credit card details.

httpS'// > Learn more...
. <

Report errors like this to help Mozilla identify and block malicious sites
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m A Warning: Potential security : X

C https://dadjokes.demo.local:8081/ssltest Search » =

Go Back (Recommended) Advanced...

[ (l [ ]
i Th e n CI IC k VI ew Websites prove their identity via certifj

this site because it uses a certific

ce rtificatE" localhost:8081.

Error code: MOZILLA_P

e Click the “Advanced”
button

ates. Firefox does not trust
that is not valid for

_ERROR_SELF_SIGNED_CERT

View Certificate

Go Back (Recommended) Accept the Risk and Continue

Report errors like this to help Mozilla identify and block malicious sites
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e Go to the “Details” tab of
the certificate viewer

e Click the “Export” button

O Certificate Viewer: “dadjokes.demo.local”

General | bl

Certificate Hierarchy

dadjokes.demo.local

Certificate Fields

v dadjokes.demo.local
v Certificate
Version

Serial Number

Certificate Signature Alggfithm

Field Value
CN = dadjokes.demo.local
O = Demo

L = Terminus
ST = Georgia
C = US

Export...
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How to Get Your Certificate

 Export the entire Format v X.509 Certificate (PEM)
certificate chain as 509 Certificate with chain (PEM)

X.509 Certificate (DER)
PEM

[ NON | dadjokes.crt.txt

MIIFGjCCAwWICCQCqsU/kMY/nkjANBgkghkiG9w@BAQs FADBPMQswCQYDVQQGEwJV
UzEQMA4GA1UECAWHR2VvcmdpYTERMASGALUEBWWIVGVYbWludXMxDTALBgNVBAOM
BER1bW8xDDAKBgNVBAMMA2QxMDAeFwOX0TEwWMj IX0TIzMjdaFw@ONjAzMjQx0TIz
MjdaME8xCzAJBgNVBAYTATVTMRAWDgYDVQQIDAdHZW9yZ2 ThMREwDWYDVQQHDAhU
ZXJtaW51czENMASGALUECgWERGVtbzEMMAOGALUEAWWDZDEWMIICI jANBgkghkiG
9w@BAQEFAAOCAg8AMIICCgKCAgEArui9w4blmuNuFFCOLceYmtDGcsN1BuUNPXk5C
Xn6dprh7K5zA18N0j fica@p5GycKVI0j+KfnPtal2nqI0driw0d8Yo/dpJJFtIQI
tWUNiTmV3rFpVuwzBqy@ktApwx018U52NFgUj txwlFs7CtzKKhcwi/2v6wC2zF63
H7X9FIcsqlUYm5HKNOUGvt1vOsW1tx906/x807K8u+ip9it4fWed//cEzDDgTV2g
SRr2w7T2vL9zYpL3DPRITc7pS/9dAw/2ZcaxCo6ufnV/z36vIXQWdAN2rYnELKZqg+V
GR5r4qPw5egs/pA5DV/eJU9vTxGjtkAHgvkQkZhY@s7F+I/EEOWN1Sjo7Qc0q2nB
XK2ErWYBw4AMOVCfr7beq2zz6hP5wGOHT igh5K9jX1qs036mQ2KDrDDGSO1LyZIz
314gxwWVdBeLjvjiqVPDUY2NCWUET/TxG4QK/cscgZNQab6YuicX0dzmyMHDsF8Rf
hX9u3apimoSppm1B/Ww4oUpT1PS6ibFx5i2wKeIpkftghV1sR5apvtf7RWr4EcY4

e/sU9uZ7WiIv2SBxwsA2uTIMc7 rESbpgJlQouod+IZ4Ep03qguekkS3+/HyhGh5gc
NnOC\vIMLIOAaLlk TruEacnaYR714amlDDQk e cnN7nETh>nCSreNnERHGCGOR I vvemA=2 1 /747201 Q
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« Copy and paste the entire exported certificate text to
the end of the cacert.pem file

e These instructions are good as of Notes 10.0.1 FP3
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o Speaking of Domino...

e If you run an agent with NotesHTTPRequest on a server,
you need to set “Allow i Tmee T
Restricted Operations”
on the agent security searty
settings tab

[JRun as Web user

Run on behalf of:

[ CN=Danger Dev/O=Demo l &

Runtime security level

() 1. Do not allow restricted operations

i P> | @ 2. Allow restricted operations

(O 3. Allow restricted operations with full administration rights

(1 = most secure)
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JSON Data



Writing JSON
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e To send JSON, you
have to craft your own

JSON string &

e You often (but not
always) need to set
Content-Type header
field

Dim session As New NotesSession
Dim request As NotesHTTPRequest
Dim url As String

Dim json As String

Dim response As String

Set request = session.CreateHTTPRequest()
url = "http://dadjokes.demo. local :8080/sendjoke"

json = [{
"question": "Would you Like your milkR in a bag?",
"answer": "No, you can leave it in the carton." }|

Call request.SetHeaderField("“Content-Type", _
"application/json; charset=utf-8")

response = request.Post(url, json)

MessageBox response
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How to Read Incoming JSON

o YOU can use the Dim session As New NotesSession
Dim request As NotesHTTPRequest

NOtESJSONNaVigator Dim url As String
Dim jsonNav As NotesJSONNavigator
class to read JSON

Set request = session.CreateHTTPRequest()
url = "http://dadjokes.demo. local :8080/jsonjoke"

° Make sure to set request.PreferJSONNavigator = True
Set jsonNav = request.Get(url)
PreferJ]SONNavigator . . ,
Dim jokes As String, 1f As String
1f = Chr(10)
jokes =

1f & jsoHNav.GetElementByPointer'("/jokes/@/question ").Value & _
1f & jsonNav.GetElementByPointer("/jokes/6/answer").Value & _

. 1f & jsonNav.GetElementByPointer("”/jokes/1/question”).Value & _
¢ GetEIementByPOInter 1f & jsonNav.GetElementByPointer("/jokes/1/answer").Value

is easiest way to read MessageBox jokes
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{
/jokes "jokes": !
[
/jokes/0@ {
/jokes/@/question "question": "How do I look?",
/jokes/@/answer "answer":  "With your eyes!"
}s
/jokes/1 {
/jokes/1/question "question": "Are you listening to me?",
/jokes/1/answer "answer": "That's a strange way to start a conversation..."
}
]
}
-lj;l\g(stoHNav.GetElementByPointer'( "/jokes/6/question").Value & _
1f & jsonNav.GetElementByPointer("/jokes/6/answer").Value & _
. 1f & jsonNav.GetElementByPointer("”/jokes/1/question”).Value & _
¢ GetEIementByPOInter 1f & jsonNav.GetElementByPointer("/jokes/1/answer").Value
is easiest way to read MessageBox jokes
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« NotesJSONNavigator, Element, Object, Array

https://www.ibm.com/support/knowledgecenter/en/SSVRGU 10.0.1/basic/
H NOTESJSONNAVIGATOR CLASS.html

https://www.ibm.com/support/knowledgecenter/en/SSVRGU 10.0.1/basic/
H NOTESJSONELEMENT CLASS.html

https://www.ibm.com/support/knowledgecenter/en/SSVRGU 10.0.1/basic/
H NOTESJSONOBJECT CLASS.html

https://www.ibm.com/support/knowledgecenter/en/SSVRGU 10.0.1/basic/
H NOTESJSONARRAY CLASS.html



https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTESJSONNAVIGATOR_CLASS.html
https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTESJSONNAVIGATOR_CLASS.html
https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTESJSONELEMENT_CLASS.html
https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTESJSONELEMENT_CLASS.html
https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTESJSONOBJECT_CLASS.html
https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTESJSONOBJECT_CLASS.html
https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTESJSONARRAY_CLASS.html
https://www.ibm.com/support/knowledgecenter/en/SSVRGU_10.0.1/basic/H_NOTESJSONARRAY_CLASS.html
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e They can only read JSON into an object

e You can’t generate your own from scratch

e This will change in the future!
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e Problems fixed in Notes 10.0.1 FP2

https://support.hcltechsw.com/csm?id=kb article&sys id=9fbbeef31b27774883cb86e9cd4bcb40



https://support.hcltechsw.com/csm?id=kb_article&sys_id=9fbbeef31b27774883cb86e9cd4bcb40
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o Use GetElementByPointer() if you can

https://tools.ietf.org/html/rfc6901

o If not, GetNextElement() or GetNthElement()


https://tools.ietf.org/html/rfc6901

Stepping Through JSON Elements

CollabSphere 2019
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Function JsonToString (jsonNav As NotesJSONNavigator) As
String

Dim json As String

Dim sep As String

Dim jsonElem As NotesJSONElement

Set jsonElem = jsonNav.getFirstElement()
While Not (jsonElem Is Nothing)
json = json & sep & ElementToString(jsonElem)

" "

sep = ,
Set jsonElem = jsonNav.GetNextElement()
Wend

JsonToString = "{ " & json & " }"
End Function

!

this will convert the contents of a
NotesJSONNavigator to a String

Function ElementToString (jsonElem As NotesJSONElement) As String
Dim json As String
If (jsonElem.Type = JSONElem_Type Array) Or _
(jsonElem.Type = JSONElem_Type_Object) Then
Dim child As NotesJSONElement
Dim i As Integer, sep As String

Set child = jsonElem.Value.GetFirstElement()
While Not child Is Nothing
json = json & sep & ElementToString(child)
sep = ", "
Set child = jsonElem.Value.GetNextElement()
Wend

If (jsonElem.Type = JSONElem_Type_Array) Then
json = "[ " & json & " ]"

Else
json = "{ " & json & " }"
End If
Else
json = ["] & jsonElem.Value & [”/
End If

If (jsonElem.Name <> “") Then
json = ["] & jsonElem.Name & [": | & json
End If
ElementToString = json
End Function
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XML Data
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o Ultimately HTTP requests with XIVIL are just strings

« Use native LotusScript classes for safety
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e | wrote an XML wrapper a looooong time ago

e Uses NotesDOMParser under the hood

o Makes it easier to read XML in LotusScript
http://nsftools.com/tips/XmINodeReader



http://nsftools.com/tips/XmlNodeReader
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Key Takeaways
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If You Remember Nothing Else...

Always use SSL for Basic Authorization

No linefeeds in your headers
« Never re-use a NotesHTTPRequest object

o Use Debug NotesHTTPRequest=1 for troubleshooting
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o Make sure you use Notes 10.0.1 FP2 or higher

e Download these slides and look at them later!
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THANK YOU!

Julian Robichaux :: @jrobichaux
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